
 

Commissioned Data Processing - SERVICE-

related description 
Version 1.0 Page 1 /  4 

 

SERVICE-related description 

Active Directory – 

Managed Service 

Version 1.0 (15.01.2024) 

 

1. Designation and object of SERVICE 

 Object of Service: 

The SERVICE relates to services in the area of „Active Directory – Managed Service“. 

 Purpose, Scope and Type of the Service: 

The parties agree on the type and scope as well as the exclusive purposes of the commissioned data 

processing of the data by the contractor as follows: 

The contractor administers and operates an Active Directory for the client in the contractor's data center. 

According to the service description, data processing may be carried out by the contractor for the 

following purposes: 

▪ Installation, configuration, and administration of the Active Directory and DNS role according to 

OEDIV operating concept 

▪ Operation of Active Directory Services on central and decentralized domain controllers 

▪ Setting up and managing organizational units 

▪ Delegation of administrative permissions 

▪ Setting up, modifying, and deleting domain trust relationships. 

▪ Performing schema modifications 

▪ Support 

The Windows Platform Server service covers data processing for hosting and backup/recovery purposes. 

 Type of Data: 

Commissioned Data Processing relates to the following types of data: 

The types of data processed in the context of service provision cannot be precisely defined in advance. 

The types of data depend on the client's requests, domain configuration, client's organizational policies, 

and personal data provided by the client in individual cases.  

The following categories of personal data may be processed (but not exhaustively): 

▪ User information (e.g. first and last name, username, password, email address, phone number, 

address and other contact information) 
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▪ Group membership (e.g. information about which users belong to which security groups, 

distribution groups or other groups) 

▪ Organizational information (e.g. department, position, title) 

▪ Access permissions (e.g. information about the permissions and access rights granted to a user or 

group for various resources in the domain) 

▪ Authentication and authorization data (e.g. data used for the authentication and authorization of 

users and resources in the domain) 

▪ Event logs (e.g. logs of activities, logins and changes in the domain that are stored for security 

and monitoring purposes) 

Special categories of data1: 

☒ The Commissioned Data Processing does not concern any special categories of data within the 

meaning of Art. 9 GDPR. 

☐ The Commissioned Data Processing concerns the following special categories of data within the 

meaning of Art. 9 GDPR: 

 Categories of data subjects concerned by the commissioned data processing 

The data concerns the data of the following categories of data subjects: 

▪ Employees of the client 

2. Designation of subcontractors 
☐ No subcontractors are used as part of the Commissioned Data Processing. 

☒ In accordance with section 8 of the FRAMEWORK AGREEMENT on the Commissioned Data 

Processing, the subcontractors listed below are used as part of the Commissioned Data Processing. 

The following subcontractors process the data on behalf of the contractor for partial SERVICES of the 

Commissioned Data Processing: 

Designation of subcontractor 
Address Subcontractor Description of the 

Commissioned Data Processing 

 

 

Microsoft Ireland Operations Ltd. or the 

relevant subsidiary 

 

South County Business Park 

One Microsoft Place 

Carmanhall and Leopardstown 

Dublin, D18 P521 

Irland 

If Microsoft provides the support, they 

may act as a subcontractor depending 

on the contractual situation. 

▪ MS-Support in CSP: Microsoft acts 

as its own data processor. 

▪ MS-Support in ASfP/PSfP: 

Microsoft acts as a subcontractor 

of the contractor 

 
1 Special categories of personal data include: Data revealing the ethnic origin, political opinions, religious or philosophical beliefs or trade 

union membership as well as genetic data, biometric data, health data and data relating to sex life or sexual orientation. 
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3. List of permitted Commissioned Data Processing 

activities in third countries  
☐ No data processing takes place within the scope of the Commissioned Data Processing in third 

countries.  

☒ In accordance with Section 2 of the FRAMEWORK AGREEMENT, the Client consents to the Contractor 

and/or subcontractors in the third countries specified below to carry out parts of the Commissioned 

Data Processing: 

Designation of subcontractor 

Description of the 

Commissioned Data Processing 

provided in third countries 

Third country designation 

 

Microsoft Ireland Operations Ltd. or the 

relevant subsidiary 

 

 

Manufacturer Support 

Microsoft support may be provided in 

different third countries depending on 

the type of support provided and 

support hours 

https://www.microsoft.com/en-

us/professionalservices/datalocation. 

. 

4. Additional arrangements on SERVICE-related 

technical and organisational measures 
☐ As part of the provision of the services, the Contractor shall take the technical and organisational 

measures defined in ANNEX 2 of the FRAMEWORK AGREEMENT to ensure the security of the 

Commissioned Data Processing in accordance with Art. 32 GDPR. 

☒ In addition to the technical and organisational measures defined in ANNEX 2 of the FRAMEWORK 

AGREEMENT, the contractor shall take the technical and organisational measures described below as 

part of the provision of the SERVICES to ensure the security of the Commissioned Data Processing in 

accordance with Art. 32 GDPR. 

Description of SERVICE-related technical and organizational measures: 

The SERVICE-related technical and organizational measures can be found in the service description. 

☐ Instead of the technical and organisational measures defined in ANNEX 2 of the FRAMEWORK 

AGREEMENT, the contractor shall take the technical and organisational measures described below as 

part of the provision of the SERVICES to ensure the security of the Commissioned Data Processing in 

accordance with Art. 32 GDPR. 

Description of SERVICE-related technical and organizational measures: 

https://www.microsoft.com/en-us/professionalservices/datalocation
https://www.microsoft.com/en-us/professionalservices/datalocation
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