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(previous service name: SOC as a Service) 

Version 2.1 (29.07.2026) 

 

1. Designation and object of PRODUCT 

 Object of the Product: 

The PRODUCT relates to services in the area of „SOC-as-a-Service“. 

 Purpose, Scope and Type of the Product: 

The parties agree on the type and scope as well as the exclusive purposes of the commissioned data 

processing of the data by the contractor as follows: 

The Contractor shall perform data processing on behalf of the Client for the purpose of structured 

monitoring, analysis and processing of security-relevant events within the security platforms and 

connected data sources used by the Client. The aim of the processing is to detect, evaluate and support 

the handling of security incidents as well as to maintain effective security monitoring by the Security 

Operations Center (SOC).  

To this end, security-relevant events, alarm messages and telemetry data from connected security 

solutions are automatically recorded, correlated, analysed and evaluated. In particular, the processing 

includes the triage and prioritization of alarms, the identification of false alarms, the enrichment of 

events with contextual information from connected sources, the documentation of processing steps and 

the escalation of relevant security incidents to the client. 

To support security processes, security analysis, orchestration, and automation of security event 

responses (e.g., SIEM, EDR, XDR, or SOAR platforms) can be used. The data sources connected to the SOC 

depend on the respective assignment and can include, in particular, endpoint protection solutions, 

security and event management systems, network and firewall systems, and other security-relevant data 

sources. 

In particular, data processing includes services in the areas of security monitoring, alert and event 

management, threat hunting, security incident response support and the monitoring of connected 

security sources. 
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 Type of Data: 

Commissioned Data Processing relates to the following types of data: 

The types of data processed in the context of provision of the product cannot be precisely defined in 

advance. The types of data depend on the sources connected to the SOC, the client's requests, and the 

personal data provided by the client in each individual case. 

As part of the provision of services, the following categories of data are processed in any case - but not 

exhaustively: 

▪ Master and contact data (e.g. name, email address) 

▪ Login data (e.g. user name)  

▪ Log, audit, and security event data (e.g., transactional logs/metadata)  

▪ Login and logout data (successful or failed login) 

▪ Change of permissions (audit logs) and access to tools 

▪ Log data on access to files and resources at client, VDI and server level (e.g. information on 

deviations/blocks/failed access, time of access) 

▪ Connection data (e.g. proxy logs, VPN logs, firewall logs) 

Special categories of data1: 

☐ The Commissioned Data Processing does not concern any special categories of data within the 

meaning of Art. 9 GDPR. 

☒ The Commissioned Data Processing concerns the following special categories of data within the 

meaning of Art. 9 GDPR: 

It cannot be ruled out in advance that special categories of personal data may be processed by the 

contractor in the context of an incident response, if special categories of personal data are located 

on the isolated host/client. 

 Categories of data subjects concerned by the commissioned data processing 

The data concerns the data of the following categories of data subjects: 

The categories of data subjects depend on the client's sources connected to the SOC. For example, it is 

possible, that personal data of the client’s employees or customers may be processed. 

 
1 Special categories of personal data include: Data revealing the ethnic origin, political opinions, religious or philosophical beliefs or trade 
union membership as well as genetic data, biometric data, health data and data relating to sex life or sexual orientation. 



 

Commissioned Data Processing - PRODUCT-

related description 
Version 2.1 Page 3 /  6 

 

2. Designation of subcontractors 
☐ No subcontractors are used as part of the Commissioned Data Processing. 

☒ In accordance with section 8 of the FRAMEWORK AGREEMENT on the Commissioned Data 

Processing, the subcontractors listed below are used as part of the Commissioned Data Processing. 

The following subcontractors process the data on behalf of the contractor for partial PRODUCT of the 

Commissioned Data Processing: 

Designation of subcontractor 
Address Subcontractor Description of the 

Commissioned Data Processing 

Cyfidelity Security Services GmbH 
Bechterdisser Straße. 10 

33719 Bielefeld 

▪ Security services for detecting, 

analysing and defending against IT 

security threats – for example in 

the area of digital forensics and 

incident response 

Google Cloud EMEA Limited 

70 Sir John Rogerson’s Quay 

Dublin 2 

Ireland 

▪ Provision and operation of Google 

SOAR and other SecOps services 

on Google Cloud Platform  

▪ Manufacturer Support and 

Troubleshooting 

Microsoft Ireland Operations Ltd 

South County Business Park 

One Microsoft Place 

Carmanhall and Leopardstown 

Dublin, D18 P521 

Irland 

If the client obtains KPI reporting:  

▪ Operation and deployment of a 

platform for a data lake 

▪ Manufacturer Support 

NoVirusThanks Company Srl 

VIA CANNAVA 86 

43043 Borgo Val Di Taro 

Perugia 

Italien 

▪ Provision and operation of the 

threat intelligence platform 

APIVoid 

OEDIV Romania SRL 

UNITED BUSINESS CENTER 0  

TIMIȘOARA S.R.L. 

Timișoara, 2 Piața Consiliul Europei  

square, Iulius Town, Timiș County 

Building 03, 3rd floor 

Postal Code: 300627 

▪ Business support activities 
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3. List of permitted Commissioned Data Processing 

activities in third countries  
☐ No data processing takes place within the scope of the Commissioned Data Processing in third 

countries.  

☒ In accordance with Section 2 of the FRAMEWORK AGREEMENT, the Client consents to the Contractor 

and/or subcontractors in the third countries specified below to carry out parts of the Commissioned 

Data Processing: 

Designation of subcontractor 

Description of the 

Commissioned Data Processing 

provided in third countries 

Third country designation 

Google Cloud EMEA Limited 

▪ Provision and operation of Google 

SOAR and other SecOps services on 

Google Cloud Platform  

▪ Manufacturer Support and 

Troubleshooting 

▪ Provision and operation of Google 

SOAR and other SecOps services on 

Google Cloud Platform  

The Data Center Location EU was 

chosen for the provision and 

operation of the Google SOAR and 

other SecOps services on the 

Google Cloud Platform. As part of 

the operation of these services, 

data may be transferred to third 

countries due to the use of 

additional subcontractors.  

The current list of Google Cloud 

Platform subcontractors can be 

viewed at Google Cloud Platform 

Subprocessors | Google Cloud.  

The list of subcontractors used 

specifically for the SecOps services 

can be viewed at SecOps Services 

Subprocessors | Google Cloud. 

▪ Manufacturer Support and 

Troubleshooting  

Manufacturer support and 

troubleshooting of Google Cloud 

Platform can be provided by 

Google's subcontractors in various 

third countries, depending on the 

type and scope of the support 

services as well as the respective 

support times.  

As part of these support services, 

Google's subcontractors do not 

have direct access to stored 

customer data.  

Further information on the 

subcontractors used can also be 

https://cloud.google.com/terms/subprocessors?hl=de
https://cloud.google.com/terms/subprocessors?hl=de
https://cloud.google.com/terms/secops/subprocessors?hl=de
https://cloud.google.com/terms/secops/subprocessors?hl=de


 

Commissioned Data Processing - PRODUCT-

related description 
Version 2.1 Page 5 /  6 

 

found under the following link: 

Google Cloud Platform 

Subprocessors | Google Cloud 

Data transfers to third countries are 

carried out in compliance with the 

applicable data protection regulations 

and are secured by suitable guarantees 

in accordance with Art. 44 ff. GDPR. 

Comprehensive information on data 

protection in the Google Cloud can be 

found at Datenschutz-Center | Google 

Cloud 

The scope of the Google Compliance 

Programs for the SecOps Services can 

be viewed at SecOps Services in Scope 

by Compliance Program | Google Cloud 

Microsoft Ireland Operations Ltd. ▪ Manufacturer Support 

Microsoft support may be provided in 

different third countries, depending on 

the type of support provided and the 

hours of support. See Download 

Microsoft Commercial Support 

Subprocessors from Official Microsoft 

Download Center  

For the data storage location as part of 

the support, see: Professional Services 

data location 

NoVirusThanks Company Srl 

▪ Provision and operation of the 

threat intelligence platform 

APIVoid 

As part of  the provision and operation 

of the threat intelligence platform 

APIVoid, personal data is transferred to 

the USA. The data transfer takes place 

within the framework of the applicable 

data protection regulations, in 

particular taking into account suitable 

safeguards in accordance with Art. 44 

ff. GDPR. 

 

 

https://cloud.google.com/terms/subprocessors?hl=de
https://cloud.google.com/terms/subprocessors?hl=de
https://cloud.google.com/privacy?hl=de
https://cloud.google.com/privacy?hl=de
https://cloud.google.com/security/compliance/secops/services-in-scope?hl=de
https://cloud.google.com/security/compliance/secops/services-in-scope?hl=de
https://www.microsoft.com/en-us/download/details.aspx?id=50426&msockid=3fa6d5d06abd60b0337bc1626b6f61f4
https://www.microsoft.com/en-us/download/details.aspx?id=50426&msockid=3fa6d5d06abd60b0337bc1626b6f61f4
https://www.microsoft.com/en-us/download/details.aspx?id=50426&msockid=3fa6d5d06abd60b0337bc1626b6f61f4
https://www.microsoft.com/en-us/download/details.aspx?id=50426&msockid=3fa6d5d06abd60b0337bc1626b6f61f4
https://www.microsoft.com/en-us/professionalservices/datalocation
https://www.microsoft.com/en-us/professionalservices/datalocation
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4. Additional arrangements on PRODUCT-related 

technical and organisational measures 
☒ As part of the provision of the product services, the Contractor shall take the technical and 

organisational measures defined in ANNEX 2 of the FRAMEWORK AGREEMENT to ensure the security 

of the Commissioned Data Processing in accordance with Art. 32 GDPR. 

☐ In addition to the technical and organizational measures defined in Appendix 2 of the Framework 

Agreement, the Contractor will take the technical and organizational measures described below in 

the context of the provision of the product services in order to ensure the security of order 

processing in accordance with Art. 32 GDPR. 

Description of PRODUCT-related technical and organizational measures: 

☐ Instead of the technical and organizational measures defined in Appendix 2 of the Framework 

Agreement, the Contractor will take the technical and organizational measures described below in 

the context of the provision of the product services in order to ensure the security of order 

processing in accordance with Art. 32 GDPR. 

Description of PRODUCT-related technical and organizational measures: 


