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1. Designation and object of PRODUCT

1.1 Object of the Product:
The PRODUCT relates to services in the area of , BTP — SAP Integration Suite”.

1.2 Purpose, Scope and Type of the Product:
The parties agree on the type and scope as well as the exclusive purposes of the commissioned data
processing of the data by the contractor as follows:

The Contractor shall perform data processing on behalf of the Client for the purpose of provisioning,
configuring, supporting operations and providing ongoing technical administration of the Client's SAP BTP
Integration Suite. The processing serves in particular to execute, monitor and ensure the functionality of
the integration-related data transfers, the technical control of the communication processes as well as
the handling of disruptions and administrative adjustments within the integration landscape used by the
Client. The hosting of SAP BTP and the underlying technical infrastructure is not part of this product and is
carried out exclusively on the basis of separate contracts between the customer and SAP SE.

Depending on the assignment by the Client, the Contractor performs the following data processing in the
individual modules of the product:

= Cloud integration: The Contractor processes personal data within the framework of integration
flows between the Client's systems and connected applications defined by the Client. Data
processing includes, in particular, the technically necessary execution, control and monitoring of
these data transmissions as well as the treatment, analysis and correction of malfunctions or
deviations, insofar as personal information has to be processed for this purpose.

= APl management: The Contractor processes personal data in the context of the provision and use
of the interfaces used by the Client.Communication as well as the evaluation of technically
necessary information for the checking, traceability and handling of usage processes or faults.

= |ntegration Advisor: The Contractor processes personal data in the context of modeling, testing
or adapting integration-related data structures and processes, provided that the Client provides
appropriate data for this purpose. Data processing includes, in particular, the mapping, validation
and verification of integration logics or data models as well as the technical preparation or
optimisation of processes in which personal data may be processed.

= QOpen Connectors: The Contractor processes personal data as part of the establishment, control
and monitoring of technical connections between the Client's systems and external applications.
Data processing includes, in particular, the execution and control of communication processes,
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the implementation of technically required coordination or synchronization processes, and the
analysis and treatment of connection malfunctions or deviations.

= Trading Partner Management: The Contractor processes personal data within the framework of
the technical management of the communication relations with business partners established by
the Client. In particular, data processing includes the execution, control and technical
safeguarding of partner-related exchange processes as well as the execution of administrative
activities necessary for the operation of these communication relationships.

= B2Bintegration (EDI): The contractor processes personal data as part of structured data
exchange processes between the client and its business partners. Data processing includes, in
particular, the technical implementation, control and safeguarding of these exchange processes
as well as the evaluation and treatment of malfunctions or irregularities insofar as they concern
personal information.

1.3 Type of Data:
Commissioned Data Processing relates to the following types of data:

The types of personal data processed in the context of the provision of the product cannot be precisely
determined in advance. The specific types of data processed depend in particular on the integration flows
set up by the Client, the connected source and target systems, the interfaces provided via the SAP BTP
Integration Suite, the modules used, and the personal data provided by the Client or transferred in
individual cases. By way of example — but not exhaustive — the following categories of personal data may
be processed in the context of integration-related processing:

= Master and contact data (e.g. names or e-mail addresses, if they are part of the data flows)

= Users, roles, and access identifiers (e.g., UserlDs, role information)

= |logand log data (e.g., timestamps, status messages, technical error messages, delivery logs)

= Configuration and metadata, insofar as they are related to personal information (e.g. assignments
of technical users or partner IDs)

= Partners and exchange data transferred as part of B2B communication processes (e.g. personal
components in structured business messages)

Special categories of data:

[0 The Commissioned Data Processing does not concern any special categories of data within the
meaning of Art. 9 GDPR.

The Commissioned Data Processing concerns the following special categories of data within the
meaning of Art. 9 GDPR:
The types of special categories of personal data processed in the context of the provision of the
product cannot be precisely determined in advance. The types of data depend on the nature of the
Client's requests, the systems connected by the Client, the technical content of the data flows
transmitted and the personal data provided by the Client itself in individual cases. It is therefore
possible that special categories of personal data may be processed, provided that they are part of
the data provided or transmitted by the Client.

' Special categories of personal data include: Data revealing the ethnic origin, political opinions, religious or philosophical beliefs or trade
union membership as well as genetic data, biometric data, health data and data relating to sex life or sexual orientation.
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1.4 Categories of data subjects concerned by the commissioned data processing
The data concerns the data of the following categories of data subjects:

The categories of data subjects concerned by commissioned data processing depend on the purpose of
the client’s individual system. For example, it is possible, that personal data of the client’s employees or

customers may be processed.

2. Designation of subcontractors

[J Nosubcontractors are used as part of the Commissioned Data Processing.

In accordance with section 8 of the FRAMEWORK AGREEMENT on the Commissioned Data
Processing, the subcontractors listed below are used as part of the Commissioned Data Processing.

The following subcontractors process the data on behalf of the contractor for partial PRODUCT of the
Commissioned Data Processing:

Address Subcontractor Description of the

Designation of subcontractor - .
Commissioned Data Processing

An der Reeperbahn 10 This subcontractor can be used as part
abat AG of project, implementation and

28217 Bremen )
operational support.

UNITED BUSINESS CENTER O
TIMISOARA S.R.L.

Timisoara, 2 Piata Consiliul Europei
OEDIV Romania SRL square, lulius Town, Timis County Administrative services

Building 03, 3rd floor
Postal Code: 300627
Dieser Unter-Auftragnehmer kann im

Kruppstr. 82-100 Rahmen von Betriebsunterstiitzungen

RealCore Group GmbH . ) .
45145 Essen (administrative Leistungen) und

Support zum Einsatz kommen.
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3. List of permitted Commissioned Data Processing
activities in third countries

No data processing takes place within the scope of the Commissioned Data Processing in third
countries.

L] In accordance with Section 2 of the FRAMEWORK AGREEMENT, the Client consents to the Contractor
and/or subcontractors in the third countries specified below to carry out parts of the Commissioned
Data Processing:

Description of the Third country designation
Designation of subcontractor Commissioned Data Processing

provided in third countries

4. Additional arrangements on PRODUCT-related
technical and organisational measures

As part of the provision of the product services, the Contractor shall take the technical and
organisational measures defined in ANNEX 2 of the FRAMEWORK AGREEMENT to ensure the security
of the Commissioned Data Processing in accordance with Art. 32 GDPR.

[J In addition to the technical and organizational measures defined in Appendix 2 of the Framework
Agreement, the Contractor will take the technical and organizational measures described below in
the context of the provision of the product services in order to ensure the security of order
processing in accordance with Art. 32 GDPR.

Description of PRODUCT-related technical and organizational measures:

] Instead of the technical and organizational measures defined in Appendix 2 of the Framework
Agreement, the Contractor will take the technical and organizational measures described below in
the context of the provision of the product services in order to ensure the security of order
processing in accordance with Art. 32 GDPR.

Description of PRODUCT-related technical and organizational measures:
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