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1. Designation and object of PRODUCT

1.1 Object of the Product:
The PRODUCT relates to services in the area of ,Microsoft Teams Enterprise Voice”.

Das Produkt kann geméR der Produktbeschreibung je nach Beauftragung in folgenden Varianten erbracht
werden:

= Calling Plane
= Direct Routing

1.2 Purpose, Scope and Type of the Product:
The parties agree on the type and scope as well as the exclusive purposes of the commissioned data
processing of the data by the contractor as follows:

Insofar as the Client obtains the product variant "Calling Plans", the Contractor shall process personal
data on behalf of the Contractor within the framework of technical and administrative services for the
purpose of operating, administration, troubleshooting and maintaining the functionality of the Microsoft
Teams telephony service on the basis of the Microsoft Calling Plan in the Microsoft365-tenant of the
client. This includes, in particular, the configuration of telephony functions, the assignment of users, the
setting up and adaptation of telephony policies, the technical implementation of voice routing
configurations, monitoring, error analysis and troubleshooting as well as other support services, including
the involvement of manufacturer support.

If the Client obtains the "Direct Routing" product variant, the Contractor shall process personal data on
behalf of the Contractor within the framework of technical and administrative services for the purpose of
providing, operating, monitoring and administering a Session Border Controller (SBC) in the Contractor's
data centres. The SBC ensures the telephony connection between Microsoft Teams and a telephony
provider of the client. The services include, in particular, the operation, monitoring, administration and
ongoing management of the SBC, the setup and adaptation of the VolP and routing configurations, the
management of the SIP trunk connections and the certificates used, the logging of all connection events
in the SBC and the OVOC, the setting of the necessary configurations in the Microsoft365Tenant of the
customer and other support services, including the involvement of the respective manufacturer support.
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1.3 Type of Data:
Commissioned Data Processing relates to the following types of data:

The types of data processed in the context of provision of the produkt cannot be precisely defined in
advance. The types of data depend on the nature of the client’s requests, the types and purposes of the
client's telephone systems and on the data provided by the client itself in individual cases.

For example (but not exhaustively), the following categories of personal data may be processed:

= Contact information (e.g. telephone numbers, email addresses and other contact details of users)

= (Call lists and call histories (e.g. information about calls made, received and missed, including the
users involved, time and duration of the calls)

= Voice recordings (e.g. voice recordings can be processed for voicemail messages or call
recordings)

= Location data (e.g. for mobile devices, location data can be processed in order to correctly route
calls or provide assistance in emergencies)

= Authentication data (e.g. information about the login and authentication of users on the platform
to ensure that only authorized users can access the functions)

= Device information (e.g. information about the devices used, such as IP addresses, hardware IDs
and operating system versions)

= Usage data (e.g. data on the use of VolIP services, such as how often calls are made or received,
which functions are used, etc.)

= User profiles (e.g. information from user profiles which can be used to display caller information
and status)

= Communication data (e.g. content of calls, voicemails and possibly also text messages or other
forms of communication in connection with calls)

= Qrganizational information (e.g. organizational structures and assignments of telephone numbers
and call permissions in companies can be recorded)

= Metadata (e.g. information about the time, duration and parties involved in calls can be
considered as metadata)

Special categories of data:

[0 The Commissioned Data Processing does not concern any special categories of data within the
meaning of Art. 9 GDPR.

The Commissioned Data Processing concerns the following special categories of data within the
meaning of Art. 9 GDPR:

The special categories of data processed in the context of support cannot be precisely defined in
advance. The types of data depend on the nature of the client’s requests, the types and purposes of
the client’s systems and on the data provided by the client itself in individual cases. The main service
does not involve the processing of special categories of personal data.

' Special categories of personal data include: Data revealing the ethnic origin, political opinions, religious or philosophical beliefs or trade
union membership as well as genetic data, biometric data, health data and data relating to sex life or sexual orientation.
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1.4 Categories of data subjects concerned by the commissioned data processing
The data concerns the data of the following categories of data subjects:

The categories of persons concerned depend on the purpose for which the customer's system is used
and, in particular, on the parties with which telephone calls are made. For example, it is possible, that
personal data of the client’s employees or customers may be processed.

2. Designation of subcontractors

[J Nosubcontractors are used as part of the Commissioned Data Processing.

In accordance with section 8 of the FRAMEWORK AGREEMENT on the Commissioned Data
Processing, the subcontractors listed below are used as part of the Commissioned Data Processing.

The following subcontractors process the data on behalf of the contractor for partial PRODUCT of the
Commissioned Data Processing:

Address Subcontractor Description of the

Designation of subcontractor o )
Commissioned Data Processing

1 Hayarden Street If the customer obtains the "Direct
AudioCodes Ltd. Airport City Routing" variant:
Israel ®  Manufacturer Support

Depending on the contractual

South County Business Park situation, Microsoft can act as a

subcontractor within the framework of

One Microsoft Place manufacturer support.
Microsoft Ireland Operations Ltd. or its c hall and L dst
armanhall and Leopardstown ; M
respective subsidiary P . MS Support in CSP: Microsoft acts
Dublin, D18 P521 as the client's own processor

= MS support in ASfP/PSfP:

Irland )
Microsoft acts as a subcontractor

of the contractor

If the customer obtains the "Direct
GroRer Kolonnenweg 18C3

TOPAS electronic AG Routing" variant:

30163 Hannover
= Support SBC-Software
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3. List of permitted Commissioned Data Processing
activities in third countries

[J No data processing takes place within the scope of the Commissioned Data Processing in third
countries.

In accordance with Section 2 of the FRAMEWORK AGREEMENT, the Client consents to the Contractor
and/or subcontractors in the third countries specified below to carry out parts of the Commissioned
Data Processing:

Description of the Third country designation

Designation of subcontractor Commissioned Data Processing
provided in third countries

Microsoft support may be provided in
different third countries, depending on
the type of support provided and the
hours of support. See Download
Microsoft Commercial Support

Microsoft Ireland Operations Ltd. or its .
respective subsidiary Manufacturer Support Subprocessors from Official Microsoft

Download Center

For the data storage location as part of
the support, see: Professional Services

data location

If the customer obtains the "Direct In individual cases, it may be

TOPAS electronic AG Routing" variant: transmitted to Israel (AB) as part of the
= Support SBC-Software support.
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4. Additional arrangements on PRODUCT-related
technical and organisational measures

As part of the provision of the product services, the Contractor shall take the technical and
organisational measures defined in ANNEX 2 of the FRAMEWORK AGREEMENT to ensure the security
of the Commissioned Data Processing in accordance with Art. 32 GDPR.

[J In addition to the technical and organizational measures defined in Appendix 2 of the Framework
Agreement, the Contractor will take the technical and organizational measures described below in
the context of the provision of the product services in order to ensure the security of order
processing in accordance with Art. 32 GDPR.

Description of PRODUCT-related technical and organizational measures:

O Instead of the technical and organizational measures defined in Appendix 2 of the Framework
Agreement, the Contractor will take the technical and organizational measures described below in
the context of the provision of the product services in order to ensure the security of order
processing in accordance with Art. 32 GDPR.

Description of PRODUCT-related technical and organizational measures:
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