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1. Designation and object of PRODUCT 

 Object of the Product: 

The PRODUCT relates to services in the area of „Secure Mailgateway“. 

 Purpose, Scope and Type of the Product: 

The parties agree on the type and scope as well as the exclusive purposes of the commissioned data 

processing of the data by the contractor as follows: 

The Contractor shall carry out data processing on behalf of the Client for the purposes of securing and 

filtering the Client's incoming and outgoing e-mail traffic. The Secure Mail Gateway is operated as an 

upstream service between the Internet and the Client's Exchange servers and checks the e-mail traffic 

before delivery to the Client's mailboxes. 

The data processing on behalf of the recipients includes in particular the validation of incoming and 

outgoing emails on the basis of sender and recipient information, IP addresses, spam and block lists as 

well as content filters with the aim of detecting and rejecting malicious or unwanted emails before they 

are delivered to the recipients. The Client can use the Service for all its e-mail communication. The Client 

can choose whether the underlying Exchange Server is operated in the Contractor's data centre or in the 

Azure Cloud. If the Exchange Server is operated in the Azure Cloud, the hosting service is the 

responsibility of the Client and the respective provider of the cloud service. 

 Type of Data: 

Commissioned Data Processing relates to the following types of data: 

▪ Name, email address, contact details, subject, contents, and attachments of emails. 

▪ Protocol files contain information about email addresses, IP addresses, and other details used for 

email processing. 
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Special categories of data1: 

☐ The Commissioned Data Processing does not concern any special categories of data within the 

meaning of Art. 9 GDPR. 

☒ The Commissioned Data Processing concerns the following special categories of data within the 

meaning of Art. 9 GDPR: 

The special categories of data processed in the context of the provision of the product cannot be 

precisely defined in advance. The types of data depend on the nature of the client’s requests, the 

types and purposes of the client’s systems and on the data provided by the client itself in individual 

cases.  

 Categories of data subjects concerned by the commissioned data processing 

The data concerns the data of the following categories of data subjects: 

The categories of data subjects concerned by commissioned data processing depend on the purpose of 

the client’s individual system. For example, it is possible, that personal data of the client’s employees or 

customers may be processed. 

2. Designation of subcontractors 
☐ No subcontractors are used as part of the Commissioned Data Processing. 

☒ In accordance with section 8 of the FRAMEWORK AGREEMENT on the Commissioned Data 

Processing, the subcontractors listed below are used as part of the Commissioned Data Processing. 

The following subcontractors process the data on behalf of the contractor for partial PRODUCT of the 

Commissioned Data Processing: 

Designation of subcontractor 
Address Subcontractor Description of the 

Commissioned Data Processing 

Net at Work GmbH 
Am Hoppenhof 32A 

33104 Paderborn 

If the client has requested the 'No-Spam 

Proxy' additional service, support 

services will be provided by the 

subcontractor. 

 
1 Special categories of personal data include: Data revealing the ethnic origin, political opinions, religious or philosophical beliefs or trade 
union membership as well as genetic data, biometric data, health data and data relating to sex life or sexual orientation. 
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3. List of permitted Commissioned Data Processing 

activities in third countries  
☒ No data processing takes place within the scope of the Commissioned Data Processing in third 

countries.  

☐ In accordance with Section 2 of the FRAMEWORK AGREEMENT, the Client consents to the Contractor 

and/or subcontractors in the third countries specified below to carry out parts of the Commissioned 

Data Processing: 

Designation of subcontractor 

Description of the 

Commissioned Data Processing 

provided in third countries 

Third country designation 

- - - 

4. Additional arrangements on PRODUCT-related 

technical and organisational measures 
☐ As part of the provision of the product services, the Contractor shall take the technical and 

organisational measures defined in ANNEX 2 of the FRAMEWORK AGREEMENT to ensure the security 

of the Commissioned Data Processing in accordance with Art. 32 GDPR. 

☒ In addition to the technical and organizational measures defined in Appendix 2 of the Framework 

Agreement, the Contractor will take the technical and organizational measures described below in 

the context of the provision of the product services in order to ensure the security of order 

processing in accordance with Art. 32 GDPR. 

Description of PRODUCT-related technical and organizational measures: 

See product describtion 

☐ Instead of the technical and organizational measures defined in Appendix 2 of the Framework 

Agreement, the Contractor will take the technical and organizational measures described below in 

the context of the provision of the product services in order to ensure the security of order 

processing in accordance with Art. 32 GDPR. 

Description of PRODUCT-related technical and organizational measures: 


