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1. Designation and object of PRODUCT

1.1 Object of the Product:
The PRODUCT relates to services in the area of ,OEDIV Zscaler Internet Access”.

This data processing description includes and applies also to the products "OEDIV ZScaler Private Access",
"OEDIV Zscaler Support" and "OEDIV Zscaler Technical Consulting" provided by the Contractor.

1.2 Purpose, Scope and Type of the Product:
The parties agree on the type and scope as well as the exclusive purposes of the commissioned data
processing of the data by the contractor as follows:

Data processing depends on the products commissioned by the client.

If the Client commissions the product "OEDIV Zscaler Internet Access (ZIA)", the Contractor shall perform
data processing on behalf of the purpose of providing, implementing and technical administration a
cloud-based security service for the Client's Internet and SaaS access (Zscaler). For this purpose, the
Internet data traffic from the client's locations and end devices is routed via the Zscaler Cloud Security
Platform, where it is authenticated, authorized, logged and checked and controlled according to defined
security and usage guidelines. Data processing includes, in particular, the setup and operation of a client-
separated ZIA-tenant, the technical connection (e.g. tunnel/VPN connections), the integration of an
identity provider as well as the configuration and adaptation of security and filtering rules.

If the Client commissions the product "OEDIV Zscaler Private Access (ZPA)", the Contractor shall perform
data processing on behalf of the Client for the purpose of implementing a Zero Trust-based access
solution for secure access by authorised users to the Client's internal applications. The processing is
carried out as part of the implementation and configuration of the ZPA-Cloud components and, if
applicable, the App Connectors, which are used to establish application-related, authenticated and
authorized connections. The scope of data processing depends on the assignment and includes, in
particular, the control of access authorizations, the connection of the identity provider and, if
commissioned, the configuration, operation, and updating of the App Connectors.
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If the Client commissions the product "OEDIV Zscaler Support", the Contractor shall perform data
processing on behalf of the Client for the purpose of providing support activities in connection with the
operation of the Client's Zscaler solutions. The processing includes, in particular, the recording of support
cases, the technical analysis of faults and inquiries as well as — depending on the assignment — the
coordination and escalation towards the manufacturer's support.

If the Client commissions the product "OEDIV Zscaler Technical Consulting", the Contractor shall perform
data processing on behalf of the Client for the purpose of technical consulting, design, evaluation and
implementation support in connection with the use of Zscaler solutions. Processing includes the
recording and analysis of technical requirements, the development and documentation of
recommendations for action and, if commissioned, the implementation of defined technical measures
(e.g. configuration adjustments).

This commissioned data processing with the Contractor does not cover data processing with regard to
hosting, manufacturer support and backup/data backup. In accordance with the product description, the
Client concludes its own contracts (including the End User Subscription Agreement, Data Processing
Agreement) with the manufacturer/provider.

1.3 Type of Data:
Commissioned Data Processing relates to the following types of data:

The types of personal data processed in the context of the provision of the product cannot be precisely
determined in advance in every detail. They depend in particular on the nature of the Client's requests,
on the types and purposes of the Client's systems and on the information provided by the Client in
individual cases.

In any case, depending on the commissioned product, the following types of data in particular may be
processed on a regular basis:

= Master and contact information (e.g., name, business email address)

= Account/authentication and authorization data (e.g., user IDs/IDs, role and authorization
assignments, group memberships)

= Log, audit, and security event data (e.g., transactional logs/metadata)
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Special categories of data:

[J The Commissioned Data Processing does not concern any special categories of data within the
meaning of Art. 9 GDPR.

The Commissioned Data Processing concerns the following special categories of data within the
meaning of Art. 9 GDPR:

In principle, there is no provision for the processing of special categories of personal data in the
context of the provision of services. However, the types of special categories of personal data
processed in the context of support cannot be precisely determined in advance. The types of data
depend on the nature of the Client's requests, on the types and purposes of the Client's systems and
on the personal data provided by the Client itself in individual cases.

1.4 Categories of data subjects concerned by the commissioned data processing
The data concerns the data of the following categories of data subjects:

The categories of data subjects depend on the purpose of the client's system. It is therefore possible that,
for example, personal data of employees or customers/end users of the client may be processed.

2. Designation of subcontractors

[J Nosubcontractors are used as part of the Commissioned Data Processing.

In accordance with section 8 of the FRAMEWORK AGREEMENT on the Commissioned Data
Processing, the subcontractors listed below are used as part of the Commissioned Data Processing.

The following subcontractors process the data on behalf of the contractor for partial PRODUCT of the
Commissioned Data Processing:

Address Subcontractor Description of the

Designation of subcontractor __ .
Commissioned Data Processing

Miunsterstr. 111
Nicos GmbH Support Cloud Proxy Connect Site (SI)
48155 Munster

UNITED BUSINESS CENTER O
TIMISOARA S.R.L.

Timisoara, 2 Piata Consiliul Europei

OEDIV Romania SRL Operational support

square, lulius Town, Timis County
Building 03, 3rd floor

Postal Code: 300627

' Special categories of personal data include: Data revealing the ethnic origin, political opinions, religious or philosophical beliefs or trade
union membership as well as genetic data, biometric data, health data and data relating to sex life or sexual orientation.
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3. List of permitted Commissioned Data Processing
activities in third countries

[J No data processing takes place within the scope of the Commissioned Data Processing in third
countries.

In accordance with Section 2 of the FRAMEWORK AGREEMENT, the Client consents to the Contractor
and/or subcontractors in the third countries specified below to carry out parts of the Commissioned
Data Processing:

Description of the Third country designation
Designation of subcontractor Commissioned Data Processing

provided in third countries

Nicos GmbH Support Cloud Proxy Connect Site (SI) Australia, Philippines

4. Additional arrangements on PRODUCT-related
technical and organisational measures

As part of the provision of the product services, the Contractor shall take the technical and
organisational measures defined in ANNEX 2 of the FRAMEWORK AGREEMENT to ensure the security
of the Commissioned Data Processing in accordance with Art. 32 GDPR.

[J In addition to the technical and organizational measures defined in Appendix 2 of the Framework
Agreement, the Contractor will take the technical and organizational measures described below in
the context of the provision of the product services in order to ensure the security of order
processing in accordance with Art. 32 GDPR.

Description of PRODUCT-related technical and organizational measures:

[ Instead of the technical and organizational measures defined in Appendix 2 of the Framework
Agreement, the Contractor will take the technical and organizational measures described below in
the context of the provision of the product services in order to ensure the security of order
processing in accordance with Art. 32 GDPR.

Description of PRODUCT-related technical and organizational measures:
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